
NETWORK seCURItY
Multi-function Firewall . IPS . UTM
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PeRFORManCe U30 U70 U120 U250 U450 U1100 U1500 U6000

. Firewall throughput+intrusion prevention (Mbps) 200 600 700 850 1,000 2,800 3,800 5,000

. IPsec VPn throughput (aEs) (Mbps) 80 120 160 190 225 450 600 800

. 10/100/1000 interfaces - 6 6 6 15 8 10 6-24

. 10/100 interfaces 2 - - - - - - -

. simultaneous connections 50,000 100,000 200,000 400,000 600,000 800,000 1,200,000 2,500,000

. new sessions/second 4,000 6,000 6,500 8,500 10,500 20,000 25,000 40,000

netWORK - sPeCIFICatIOns U30 U70 U120 U250 U450 U1100 U1500 U6000

. 802.1Q VLans 32 32 128 128 128 256 256 512

. IPSec VPN tunnels 50 100 500 1,000 1,000 4,000 6,000 10,000

. ssL VPn tunnels - 50 256 512 512 1 024 1,024 2,048

. Max. no. of fi lter rules 1,000 2,000 8,000 8,000 8,000 16,000 16,000 32,000

. simultaneous PPtP clients 48 48 96 96 96 192 192 192

. Redundant Wan links 4 4 8 8 8 12 12 12

. Policy-Based Routing

FIReWaLL - IntRUsIOn PReVentIOn U30 U70 U120 U250 U450 U1100 U1500 U6000

. asQ intrusion prevention engine

. Protocol detection and analysis

. Protection contextual signatures

. VoIP protection

. Risk management - sEIsMo Optional Optional Optional Optional Optional Optional Optional Optional

antIVIRUs - antIsPaM U30 U70 U120 U250 U450 U1100 U1500 U6000

. Embedded antivirus (1)

. antivirus kaspersky Optional Optional Optional Optional Optional Optional Optional Optional

. SMTP, POP3, HTTP, FTP analyses

. Reputation-based antispam (Dns RBL)

. Heuristic analyses

COntent FILteRInG U30 U70 U120 U250 U450 U1100 U1500 U6000

. URL fi ltering (15 categories) (1)

. optenet fi ltering (> 50 categories) - - Optional Optional Optional Optional Optional Optional

UseRs U30 U70 U120 U250 U450 U1100 U1500 U6000

. Internal or external LDaP and active directory 

Interoperability

. Transparent authentication

. PkI and embedded certifi cation authority - -

seRVICe COntInUItY U30 U70 U120 U250 U450 U1100 U1500 U6000

. High availability -

. Redundant system partition

. Redundant hardware - - - - - - - Power-RaID

RePORtInG - seRVICes U30 U70 U120 U250 U450 U1100 U1500 U6000

. Local log storage - - 70GB 70GB 70GB 70GB 70GB 70GB

. Syslog 

. snMP client (v1-3, DEs-aEs)

. client and server DHcP

. ntP - DynDns client

. Dns relay and cache



OUR NETWORK SECURITY RanGEOUR NETWORK SECURITY RanGESECURITY RanGESECURITY
nEtasQ has developed a unique range of multi-function (UtM) Firewalls to effectively meet the security needs 
of even the most demanding businesses.

SECURITY
FIREWaLL . IntRUsIon PREVEntIon 
at the heart of the operating system, the asQ intrusion 
prevention engine combines the different types of 
protection most adapted to each type of threat and relies 
on a thorough understanding of the different application 
protocols but also on numerous behavioral analyses 
and different contextual signature databases. This 
multilateral approach provides a decisive advantage in 
protecting businesses even before the threats surface 
(zero-day protection).

Further information: http://asq.netasq.com/

MULtI-FUnctIon FIREWaLL . UtM
Many businesses use additional network security 
features such as antivirus, antispam, antispyware 
and sometimes also web fi ltering. of course, all these 
features are present on nEtasQ solutions. nEtasQ 
also works in association with kaspersky Labs, thus 
allowing its clients to benefi t from the expertise of the 
uncontested leader in antivirus technology.

a sInGLE RIsk ManaGEMEnt RanGE
nEtasQ has developed a real-time engine, embedded 
in the operating system, that gathers and correlates data 
that passes through it in order to alert the administrator 
to new vulnerabilities or undesirable applications.

Further information: http://seismo.netasq.com/

MoBILItY
IPsec VPn . ssL VPn
Mobility requires a fl awless level of security. With the 
integration of IPsec VPn and ssL VPn, the possibilities 
are endless for mobile employees who wish to work 
under the best conditions.

a UsER-oRIEntED sEcURItY PoLIcY
all nEtasQ products allow the creation of security rules 
by user instead of by host.  The ability to create and 
use a personalized certifi cation authority (internal PkI 
or interconnection with an existing PkI) completes this 
system.

PERFoRMancE
a UnIQUE aRcHItEctURE 
The coordination between the innovative hardware 
platform and the nEtasQ operating system enhances 
the performance of the U series. nEtasQ’s development 
of the strategic hardware modules guarantees the 
perfect collaboration of all the elements. these strategic 
choices provide unequalled performance in terms of 
latency, a critical factor for real-time protocols such as 
VoIP.

SECURE YOUR FUTURE
the advent of new ways of using the internet (VoIP, 
nomad surfi ng) and developments in infrastructure (optic 
fi ber, IPv6 networking) make it an absolute necessity 
to impose new performance standards. nEtasQ’s U 
Series prepares businesses for this new challenge, all 
while keeping in mind their budget restrictions.

sIMPLIcItY
nEtasQ’s administration suite aims to be the ideal 
form of assistance in the setup and supervision of an 
excellent security policy

InstaLLatIon . DEPLoYMEnt
nEtasQ UnIFIED ManaGER and its topological view 
offer intuitive management, be it for one or several fi rewalls. 
Being able to deploy a confi guration instantaneously 
from a backup makes mass deployments so much 
easier. also, the asQ intrusion prevention engine has 
been preconfi gured to ensure an irreproachable level of 
security without having to resort to complication manual 
confi gurations.

MonItoRInG anD LoGGInG
nEtasQ REaL-tIME MonItoR, which is part of 
the standard package, considerably simplifi es the 
supervision of security events in real time. You will fi nd 
that browsing is intuitive and the numerous fi lters enable 
effortless access to the immediate correlation of data. 
nEtasQ EVEnt REPoRtER now also comes with a 
more advanced automatic report sending feature in the 
panel available.

www.netasq.comFor more information



netasq contacts

.  Benelux and Nordics . BREDA . +31 76 8883022 . benelux@netasq.com

.  France . PARIS . +33 1 46 21 82 30 . france@netasq.com

.  Germany . Hahnstätten . +33 1 46 21 82 30 . deutschland@netasq.com

.  Iberia . MADRID . +34 91 761 21 76 . iberia@netasq.com

.  Italia . MILANO . +39 02 3809 3751 . italia@netasq.com

.  UK . Bracknell . +33 1 46 21 82 30 . uk@netasq.com

.  EMEA . emea@netasq.com

.  Asia/Pacific . apac@netasq.com

.  Americas . americas@netasq.com   

www.netasq.com
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For more information, please contact our local certified NETASQ reseller


